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Dispenser system for preventing unauthorized fueling 



(57) A fuel dispensing system and method for pre- 
venting unauthorized fueling by controlling access and 
delivery of fuel from a fuel dispenser, based on informa- 
tion received from a vehicle or container via remote 
communications during a fueling operation. The vehicle 
transmits a signal including fuel delivery indicia to the 
dispenser. The dispenser uses the fuel delivery indicia 
to determine whether the vehicle is receiving fuel and 



determines whether it is delivering fuel. The dispenser 
maintains fuel delivery authorization if the vehicle indi- 
cates that it is receiving fuel and the dispenser is deliv- 
ering fuel. If the vehicle indicates that it is not receiving 
fuel and the dispenser determines that it is delivering 
fuel, the dispenser may generate an output signal to 
identify an improper fueling condition and stop fuel de- 
livery. 
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Description 

[0001] The present invention relates generally to fuel 
dispensers and. more particularly, to a fuel dispenser for 
preventing unauthorized fueling by controlling delivery 
of fuel to a vehicle or fuel container, based on infornna- 
tion received from the vehicle or fuel container during a 
fueling operation. 

[0002] There is a need to prevent consumers from im- 
properly fueling at service stations by filling unauthor- 
ized receptacles or using improper types of fuel, such 
as M-85, which is a highly combustible fuel. The Cali- 
fornia Energy Commission has proposed a system to 
prevent filling containers with M-65. The system is be- 
lieved to provide a nozzle antenna adapted to commu- 
nicate with a transponder mounted in close proximity to 
the vehicle filler pipe. Fueling cannot take place unless 
the nozzle antenna is continuously receiving a signal 
that the vehicle is authorized to receive the type of fuel 
being dispensed, thus restricting delivery of fuel to only 
authorized vehicles. This system is costly and unreliable 
because the nozzle antenna communicates the infor- 
mation to the fuel dispenser via a wired path through the 
nozzle, hose, breakaway hardware, and outlet casting, 
rather than through a form of remote communication. 
There is no known method for preventing delivery to un- 
authorized vehicles or containers which is reliable and 
cost-effective. 

[0003] Thus, there remains a need for a fuel dispens- 
ing system providing a more efficient and reliable way 
to prevent unauthorized fueling and/or restrict access to 
certain types of fuel to only authorized vehicles and con- 
tainers. 

[0004] The present invention is directed to a fuel de- 
livery system capable of preventing unauthorized 
fueling, by precisely controlling access and delivery of 
fuel based on information received from a fuel-storage 
means while it is being fueled. The fuel-storage means 
may be a vehicle having a fuel tank to receive the fuel, 
or it may be a fuel container of some sort. The fuel de- 
livery system provides for a dispenser, having a receiver 
capable of receiving fuel delivery indicia transmitted 
from the vehicle, preferably on a continuous basis. Dur- 
ing delivery, the dispenser determines whether it is dis- 
pensing fuel, and whether the vehicle is receiving fuel 
based on the fuel delivery indicia. In order to maintain 
fuel delivery authorization, the dispenser may determine 
that it is actually dispensing fuel, and the fuel-storage 
means may indicate that it is actually receiving fuel 
based on the fuel delivery indicia. When both conditions 
are met, there is a strong indication that the dispenser 
is delivering fuel to an authorized fuel-storage means 
and continued delivery of fuel will therefore be allowed. 
[0005] The fuel delivery indicia generally include in- 
formation indicative of fuel being received by the vehicle 
or the type of fuel being received. Information indicative 
of fueling may include volume, ullage, or delivery rate 
information, or simply indicate fuel is being received re- 



gardless of rate. Any information informing the dispens- 
er, or providing the dispenser with sufficient information 
to determine that fuel is being received, is acceptable. 
The infornnation may also be or include the type of fuel 
5 being received. 

[0006] The fuel delivery indicia may also include in- 
formation relating to vehicle type, vehicle identity, diag- 
nostk^s, on-board vapor recovery capability, fuel tank 
type, fuel tank volume, volume of fuel in the fuel tank, 
ullage, maximum allowed fueling rate, maximum fueling 
rate as a function of ullage, whether the vehicle is re- 
ceiving fuel, whether the vehicle is receiving the proper 
type of fuel, quality and octane readings, actual rate of 
receipt of fuel, quantity of fuel received, or change in 
volume of fuel received, among others. The information 
transferred will depend on the system and desired con- 
trol ability. - ~ 
[0007] In operatbn. the dispenser may determine the 
type of fuel the vehicle is authorized to receive based 
on the received fuel delivery indicia. If the dispenser is 
equipped to deliver that type of fuel, the dispenser au- 
thorizes fuel delivery and the customer begins fueling. 
If the dispenser is not equipped to deliver the proper type 
of fuel for the vehicle, the dispenser generates an output 
signal to identify an improper fueling condition. The out- 
put signal may be configured to prevent fuel delivery or 
notify the customer, vehicle, and/or station operator. The 
vehicle noay periodically or continuously transmit fuel 
delivery indicia to the dispenser while the customer is 
fueling the vehicle, independently or in response to in- 
terrogation signals from the dispenser. 
[0008] The dispenser may stop fuel delivery if it de- 
termines that it is dispensing fuel, and the vehicle indi- 
cates that it is not receiving fuel. This is an indication 
that the dispenser is fueling an unauthorized container 
or vehicle. Further, when the dispenser determines that 
it is not dispensing fuel, and the vehicle indicates in the 
fuel delivery indicia that it is receiving fuel, fuel delivery 
authorization is not maintained and the fuel dispenser 
may stop fuel delivery. This is an indication that the ve- 
hicle is receiving fuel from a source other than the dis- 
penser that was authorized to deliver fuel to the vehicle. 
In both of these cases, the fuel dispenser may generate 
an output signal to identify an improper fueling condition. 
The signal may be configured to stop fuel delivery and/ 
or notify the customer, vehicle, and/or station operator. 
[0009] In additbn. the fuel dispenser may have the 
ability to stop fuel delivery if the vehicle is receiving the 
wrong type of fuel. When so configured, the fuel dis- 
penser determines whether it is delivering the proper 
type of fuel for the vehicle by monitoring the type of fuel 
the vehicle is receiving based on the fuel delivery indicia 
transmitted from the vehicle. If the dispenser is not de- 
livering the proper type of fuel and the vehicle is not re- 
ceiving the proper type of fuel, the dispenser may stop 
fuel delivery authorization and prevent the dispenser 
from delivering fuel. The dispenser may then generate 
an output signal to identify an improper fueling condition. 
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[0010] The invention also envisages that further de- 
livery of fuel may be prohibited if a flow rate of fuel being 
dispensed is not equal to a flow-rate of fuel being re- 
ceived, or if a quantity of fuel being dispensed is not 
equal to a quantity being received. Thus, where the in- 
vention is. as may be envisaged, configured to operate 
exclusively under any one of the three criteria men- 
tioned (flow rate/quantity/fuel type), it will still be the 
case that lack of delivery or lack of receipt of fuel will 
cause the transfer of fuel to cease, since when no fuel 
is being dispensed or received, the control system will 
register this by virtue of a zero Indication for flow rate or 
quantity, respectively. Similarly, when no fuel is being 
dispensed/received, the fuel sensors for registering the 
kind of fuel being received will give an indication of zero 
fuel throughput and this may be used to disable the dis- 
pensing of fuel by the dispenser. Thus it can" be seen 
that it may not always be necessary to employ a fuel- 
flow meter to determine if fuel is being dispensed or re- 
ceived, but other devices (e.g. fuel-type sensors) may 
fulfil that function instead. 

[0011] In a further alternative embodiment of the 
present invention already referred to, the fuel dispenser 
is capable of controlling access and delivery of fuel to a 
fuel container, such as the kind used to store fuel for 
lawnmowers, etc. The fuel dispenser communicates 
with the fuel container the same way that it would com- 
municate with a vehicle as described above. The fuel 
container is preferably configured to provide a signal in- 
cluding fuel delivery indicia to a fuel dispenser The fuel 
dispenser may receive the signal from the fuel container 
and determine whether the container is receiving fuel 
based on the fuel delivery indicia. In order to maintain 
fuel delivery authorization, the dispenser may determine 
that it is actually dispensing fuel, and the container may 
indicate that it is actually receiving fuel. 
[001 2] These and other aspects of the present inven- 
tion will become apparent to those skilled in the art after 
a reading of the following description of the preferred 
embodiment when considered with the drawings. 
[0013] FIGURE 1 is an elevational and partial section- 
al view of a fuel dispensing system according to the 
present invention. 

[0014] FIGURE 2 depicts a fuel dispenser of the fuel 
dispensing system according to the present invention. 
[0015] FIGURE 3A depicts a block diagram of a 
fueling environment constructed according to the 
present invention. 

[001 SI FIGURE 3B depicts a block diagram of the fuel 
dispenser electronics of each fuel dispenser shown in 
Figure 3A. 

[0017] FIGURE 4A depicts a block diagram of a first 
transponder constructed according to the present inven- 
tion. 

[0018] FIGURE 4B depicts a block diagram of a sec- 
ond transponder constructed according to the present 
invention. 

[0019] FIGURE 5A depicts a vehicle capable of com- 



municating with a fuel dispensing system constructed 
according to the present invention. 
[0020] FIGURE 5B deprcts a block diagram of the ve- 
hicle electronics for the vehicle of FIGURE 5 A. 
5 [0021] FIGURE 5C depicts a block diagram of an in- 
telligent vehicle controller. 

[0022] FIGURES 6A-6C are a flow chart of the proc- 
ess of a fuel dispensing system that prevents unauthor- 
ized fueling according to a first embodiment of the 
10 present invention. 

[0023] FIGURES 7A-7C are a flow chart of the proc- 
ess of a fuel dispensing system that prevents unauthor- 
ized fueling according to a second embodiment of the 
present invention. 
15 [0024] FIGURES BA-8B are a flow chart of the proc- 
ess of a fuel dispensing system that prevents unauthor- 
ized fueling according to a third embodiment of the 
present invention. 

[0025] In the following description, like reference 
characters designate like or corresponding parts 
throughout the several figures. It should be understood 
that the illustrations are for the purpose of describing 
preferred embodiments of the invention and are not in- 
tended to limit the invention thereto. 
[0026] Given the nature of the present application, an 
overview of the necessary hardware for the various ar- 
eas in the fueling environment will be discussed, fol- 
lowed by a description of the various functional aspects 
of the system and how a vehicle or container communi- 
cates with the fuel dispensing system. 
[0027] As shown in Figure 1 , in a typical service sta- 
tion, an automobile 200, is shown being fueled from a 
gasoline dispenser 110. A spout 102 of nozzle 104 is 
shown inserted into a filler pipe 202 of a fuel tank 204 
during the refueling of the automobile 200. A fuel deliv- 
ery hose 106 having vapor recovery capability is con- 
nected at one end to the nozzle 1 04, and at its other end 
to the fuel dispenser 1 1 0. The nozzle 1 04 provides man- 
ual control of fuel delivery to the vehicle 200. As shown 
by the cutaway view of the interior of the fuel delivery 
hose 106, a fuel delivery passageway 118 is formed 
within the fuel delivery hose 1 06 for distributing gasoline 
pumped from an underground storage tank 112 to the 
nozzle 104. Gasoline is typically pumped by a delivery 
pump system 116 located within the tank 112. 
[0028] The fuel delivery passageway 118 is typically 
annular within the delivery hose 106 and tubular from 
within the fuel dispenser 110 to the tank 112. The fuel 
delivery hose 106 typically includes a tubular vapor re- 
covery passageway 1 1 4 for transferring fuel vapors ex- 
pelled from the vehicle's fuel tank 204 to the under- 
ground storage tank 1 1 2 during the refueling of the ve- 
hicle 200. 

[0029] A vapor recovery pump 128 provides a vacu- 
um in the vapor recovery passageway 1 1 4 for removing 
fuel vapor during a refueling operation. However, the in- 
vention is equally useful on dispensers that are not va- 
por recovery dispensers. 
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[0030] The fuel delivery passageway 116 typically In- 
cludes control valve 122, a positive displacement nneter 
124 and fuel filter 120. The fuel dispenser 110 also in- 
cludes a dispenser control system 126 operatively as- 
sociated with the control valve 1 22, flow meter 1 24, and 5 
the fuel pump 116. In the preferred embodiment, the 
control valve 1 22 acts as a flow modulator, and the flow 
meter 1 24 acts as a fuel flow transducer. The dispenser 
control system 126 has one or more controllers 126A 
and associated memory 126B, and it nnay receive vol- w 
ume data from the flow meter 124 through cabling, as 
well as provide control of fuel delivery. The control sys- 
tem 126 nnay also provide audible signals to an audio 
module and loud speaker 146 (of Figure 2) in order to 
provide various beeps, tones, and audible messages to 
a customer. The messages nnay include wamings, in- 
structions, and advertising: 

[0031] Referring now to Figure 2, the fuel dispenser 
110 is preferably equipped with a payment acceptor, 
such as a card reader 1 32 or cash acceptor 1 34. With 20 
these options, the dispenser control system 126 may 
read data from the magnetic strip of a card inserted in 
the card reader 132 or receive cash from the customer 
and communicate such information to a central control 
system 300 (of Figure 4A). The central control system 2S 
126 typically communicates with a remote network, 
such as card verification authority, to ascertain whether 
a transaction proposed to be charged or debited from 
an account associated with the card inserted in the card 
reader 1 32 is authorized. 30 
[0032] The dispenser 110 may also include one or 
more types of alphanumeric displays 148 together with 
high-resolution graphics display 140. The graphics dis- 
play 140 will generally have an associated keypad 142 
adjacent to the display or integrated with the display to 3S 
provide a touch Interface. The dispenser may include 
an additional, auxiliary keypad 144 associated with the 
card reader 132 for entering secret codes or personal 
identification numbers (PIN's). Notably, the displays 
1 48, 1 40, and keypads 1 42, 1 44 may be integrated into 40 
a single device and/or touch interface. 
[0033] Figure 3A shows a basic overview of a fuel dis- 
penser environment 100 having several fuel dispensers 
1 1 0 that communicate with a central control system 1 50. 
Figure 3B shows a diagram of the dispenser electronics 
105 of each dispenser 110 of the fueling environment 
100. Each dispenser 110 has a control system 126 that 
includes a controller 126A and associated memory 
126B, which interfaces with the control central control 
system 150 through an interface 128. Each dispenser so 
control system 126 preferably provides a graphical user 
interface with keypad 1 42 and display 1 40. Audio/visual 
electronics 138 are adapted to interface with the dis- 
penser control system 1 26 and/or an auxiliary audkWid- 
eo source 150 to provide advertising, merchandising ss 
and multimedia presentations to a customer in addition 
to basic transaction functions. The graphk:al user inter- 
face provided by the dispenser albws customers to pur- 



chase goods and services other than fuel at the dispens- 
er. For example, the customer may purchase a car wash 
and/or food from the fuel statbn store, convenience 
store, or quick-serve restaurant while fueling the vehi- 
cle. Preferably, the customer is provkled with a video 
menu at the display 1 40 to facilitate selection of the var- 
ious sen/ices, goods, and food available for purchase. 
The card reader 132 and cash acceptor 134 allow the 
customer to pay for any of the services, goods, or food 
ordered at the dispenser while the printer 136 will pro- 
vide a written record of the transaction. The dispenser 
control system 126 communicates with the central con- 
trol system 150 that may be located in a backroom. 
[0034] The present invention particularly relates to a 
fuel dispensing system for preventing unauthorized 
fueling of a vehicle 200, based on information received 
from remote communications between a fuel dispenser— 
110 and the vehicle 200 during a fueling operation. It 
shouki be noted, however, that the fuel dispensing sys- 
tem of the present invention may also be configured to 
prevent unauthorized fueling of a fuel container 209 (of 
Figure 1 ) such as those used to store fuel for lawnmow- 
ers, etc. The dispenser 110 is preferably configured to 
remotely communicate with a fuel container 209 in the 
same way that it remotely communicates with a vehicle 
200. 

[0035] As shown in Figure 38, the fueling environ- 
ment 100 is equipped with communication electronics 
capable of providing uni- or bi- directional communica- 
tions with a vehicle 200 or fuel container 209 carrying a 
remote communications device 206, 207. For the sake 
of conciseness and readability, the communication elec- 
tronics of the fueling environment 100 will be called an 
■interrogator". An interrogator 125 will generally include 
a receiver 125A and transmitter 125B, associated with 
one or more antennas 127, capable of communicating 
with the remote communications device 206, 207 (of 
Figure 1 ) carried by the vehicle 200 or fuel container 
209. Please note that an interrogator 1 25, as defined 
herein, need not contain both a receiver and a transmit- 
ter for various aspects of the invention. 
[0036] The remote communications device 206, 207 
carried by the vehicle 200 or fuel container 209 nnay in- 
clude a transmitter and a receiver that separately trans- 
mits and separately receives signals in cooperation with 
an associated control system. Further, the transmitter 
and receiver of the remote communications device may 
be configured so that the transmitter actually operates 
on and modifies a signal received from the communica- 
tion electronics in the fueling environment 100, such as 
that normally associated with traditional transponder 
communication systems. In addition, the remote com- 
municatrans device may be adapted to either simply 
send out a signal containing fuel delivery indicia, or carry 
out high-level communications and have the ability to 
process, store and retrieve information, \ferlous fea- 
tures of the invention will be disclosed in greater detail 
below. 
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[0037] Referring again to Figure 1 , the dispenser con- 
trol system 126 may include or be associated with an 
interrogator 125 (of Figure 1), for providing renrKDte com- 
munications between the vehicle 200 and the dispenser 
1 1 0. Although this specification focuses on bi-directional 
communication between the vehicle 200 and the dis- 
penser 110, it may be preferable in certain embodiments 
to send information only in one direction, from the vehi- 
cle 200 to the dispenser 110. Thus, for unidirectional 
communications, only transmitters in the vehicle 200 
and receivers in the dispenser 110 are necessary. One 
advantage of bi-directional communication Is that the fu- 
el dispenser 1 1 0 may transmit various types of informa- 
tion to the vehicle 200. This information may include 
warnings of improper fueling conditions, information on 
the amount of sale, amount of fuel being dispensed, bill- 
"incTdata or requests for a variety of information: 
[0038] As noted above, the remote communication 
electronics 206. 207 may include traditional transpond- 
er-type electronics. 

[0039] Turning now to Figure 4A, the preferred em- 
bodiment of a transponder Is shown. Transponder com- 
munication electronics 206. 207 adapted to provide re- 
mote communications with the dispenser interrogator 
1 25 (of Figure 1 ). include a transmitter 304 and receiver 
306 having associated antennas 308, 310. The trans- 
mitter 304 and receiver 306 operate to transmit and re- 
ceive data to and from the interrogator 1 25. The com- 
munication electronics 206, 207 may Include a battery 
power supply 312. a communication controller 314 as- 
sociated with a memory 316, having software 318 nec- 
essary to operate the communication electronics 206, 
207 and optional cryptography electronics 302. 
[0040] Serial communications between the communi- 
cation electronics 206, 207 and cryptography electron- 
ics 302 are provided via the input/output (I/O) ports 320. 
330 associated with the respective electronics. The 
communication electronics 206, 207 provide a signal 
from a clock 322 to the I/O port 330 of the cryptography 
electronics 302. The cryptography electronics 302 in- 
clude a controller 324, memory 326 and software 328 
necessary to encrypt and decrypt data, as well as pro- 
vide any additional operations. The memory 316, 326 
may include random access memory (FIAM), read only 
memory (ROM), or a combination thereof. Notably, the 
communication controller 314 and the cryptography 
controller 324 may be integrated into one controller 
Similarly, the software and memory of the communica- 
tion and cryptography nrKxJules may be integrated or 
embodied in hardware. 

[0041] As shown in Figure 4B, the communication and 
cryptography electronics, as well as any associated 
controllers, may be integrated into a single controller 
system and/or integrated circuit. In such cases, a single 
controller 334 Is associated with a battery power supply 
332, and memory 336 having software 338 as neces- 
sary for operation. In such an Integrated system, the 
controller 334 will carry out any cryptography functions 
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as well as any other functions necessary for operation. 
[0042] In one embodiment, the communications con- 
troller 314, 334 specifically provides a spread-spectrum 
processor associated with an 8-blt microcontroller. The 

5 memory 316. 336 includes 256 bytes of RAM. The re- 
ceiver 306 operates in conjunction with the spread- 
spectrum processor and is capable of receiving direct 
sequence, spread-spectrum signals having a center fre- 
quency of 2.44175 GHz. The transmitter 304 Is prefer- 

10 ably a DPSK modulated back-scatter transmitter trans- 
mitting differential phase shift key (DPSK) modulated 
back scatter at 2.441 75 GHz with a 596 KHz sub-carrier 
The various interrogators 1 25 in the fueling environment 
100 are adapted to receive and transmit the signals to 

IS properly communicate with the transponders. 

[0043] The remote communication electronics 206, 
207 of the vehicle 200 or f uel container 209 may simply 
be a strcker tag or nrKx^ule placed on a part of the vehicle 
200 or container 209, capable of providing fuel delivery 

20 indicia. The communication electronics are generally in 
communication with a vehicle controller or system pro- 
viding the fuel delivery indicia. Any system providing the 
indicia Is acceptable from a dedicated device in or near 
the fuel tank to a highly intelligent and centralized con- 

25 trol system controlling most vehicle functions. In the lat- 
ter case, a vehicle 200 may be equipped with an intelli- 
gent vehicle controller 210 providing interactive multi- 
media access for the driver and the passengers, as 
shown in Figure 5A. The intelligent vehicle controller 

30 210, hereinafter referred to as the IVC. is designed to 
provide bi-directional access via various communication 
systems and networks, to systems and people apart 
from the vehicle 200, such as a fuel dispensing system 
or a fuel dispenser store. One of the primary purposes 

35 of the IVC 21 0 is to facilitate monitoring, reconfiguration, 
and transfer of various types of vehicle data, including 
fuel delivery indicia. Another primary purpose of the IVC 
210 Is to provide an interactive communication medium 
allowing customers to interface remote systems to re- 

40 ceive advertising and merchandising indicia and, in re- 
turn, order and provide payment for selected Items from 
within the vehicle 200. 

[0044] The IVC 210 may be permanently integrated 
in the vehicle's interior with the electronic system, or be 

^5 configured to removably interface with the electronic 
system and remain portable between vehicles. In a port- 
able configuration, an interface or docking station 212 
is preferable to couple the IVC 210 to any necessary 
remote communication electronics 206 and any desired 

50 vehicle systems. 

[0045] The vehicle 200 shown in Figure 5A Is 
equipped with an IVC 21 0 coupled to a vehicle mounted 
docking interface 212. The docking interface 212 pref- 
erably Is coupled via a bus or wiring network 21 4 to var- 

55 ious vehicle systems and/or sensors 21 6-222. The IVC 
210, either directly or through the docking interface 212 
and/or the network 214, will interface with the remote 
communication electronics 206 to provide communica- 
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tions to and from the vehicle 200. Any necessary anten- 
nas are preferably placed near the vehicle's exterior to 
enable proper communications to and from the proper 
external system, such as the fuel dispenser 110 (of Fig- 
ures 1 and 2). 

[0046] The IVC 21 0 may also directly or indirectly co- 
operate with the vehicle's fueling system 224, which in- 
cludes the fuel tank 204 (of Figure 1 ). The fueling system 
224 may also include any on-board vapor recovery (OR- 
VR) equipment as well as a central vehicle control sys- 
tem 228. In embodiments where the IVC 210 is integrat- 
ed with the vehicle, the control and communication as- 
pects of the vehicle and the IVC 210 may be integrated 
into one centralized control system capable of operating 
a multimedia Interface associated with the IVC 210, any 
remote communication electronics 206, and the rennain- 
ing veh id e systems, sensors and f u nctions" 
[0047] The IVC 210 may be configured to communi- 
cate via any number of communication systems com- 
prising the remote communication electronics 206. The 
communication systems may include satellite, cellular 
or local communication electronics. The global position- 
ing system is exemplary of a satellite system network 
capable of interfacing with the tVC 210. A cellular inter- 
face could be used to provide modem access to any sys- 
tem also interfacing the telephone network. Preferably, 
the IVC 210 will include local communication electronics 
to facilitate communications with fuel dispensers 11 0 (of 
Figures 1 and 2), toll plazas, parking facilities, car wash- 
es, restaurants or other service or diagnostic facilities 
providing substantially direct line of sight communica- 
tions. 

[0048] As shown in Figure 5B, the IVC 21 0 may inter- 
face with, or actually be a part of, a vehicle control sys- 
tem 228. Thus, the IVC 21 0 may have separate process- 
ing capability or share processing capability with the 
central vehicle control system, depending on the 
amount of integration and the configuration of the IVC 
210 and vehicle 200. Although the IVC 210 and the ve- 
hicle control system 228 may be integrated, the pre- 
ferred embodiment provides an IVC 210 capable of op- 
erating substantially Independently of, yet cooperating 
with, the vehicle control system 228. 
[0049] The IVC 21 0 may include the docking interface 
212 for coupling to the vehicle control system 228. The 
IVC 210 may also be associated with an audio system 
238, microphone 240, and speaker 242 for providing a 
bi-directional audio intercom with a corresponding re- 
mote system, such as a fuel dispenser 110 (of Figures 
1 and 2) or a quick-serve restaurant. Additionally, the 
IVC 210 may be associated with a card reader 234, 
SmartCard receiver, or biometric reader 260, a user in- 
put means, such as a keypad, mouse, or touch screen 
electronics 230, a video display 232, and a printer 236. 
These features cooperate to provide a basic multimedia 
interface and means for paying for items ordered 
through the IVC 210. 

[0050] A camera 244 may be provided to receive im- 



ages of the vehicle's occupants to enhance an audio in- 
tercom system with one or two direction video. With 
such a system, an order entry operator at a quick-sen/e 
restaurant and the vehicle occupant woukJ be able to 
5 see and hear each other during order placement. 
[0051] A biometric reader 260 may also be coupled to 
the IVC 210 to provide additional authorization or iden- 
tification means for vehicle occupants. The biometric 
reader 260 may read the occupant's fingerprints, voice 
10 print, retinal scan or other biometric indicia to provide a 
substantially secure authorization. Such authorization 
or identification is preferably used in cooperation with 
financial information stored in the IVC 210 or retrieved 
via the card reader 234. Bbmetric templates corre- 
15 spending to the authorized card holder or occupant nnay 
be stored on a card read by the card reader, in the IVC 
21 0 remote system or on a network for comparison with" 
the actual biometric indicia provided by the biometric 
reader 260. 

[0052] It is also envisioned that the IVC 210 be cou- 
pled to or integrated with a vehicle control system 228 
capable of controlling various engine functions 262, di- 
agnostic systems 264, emission systems 266, and any 
number of auxiliary functions 268 or miscellaneous sen- 
sors 270. The control system may also interact with the 
vehicle security system 272, on-board vapor recovery 
equipment 274, and trip-related features and functions 
278. Further, the control system may interact with fuel 
status sensors 276 that may be configured to determine 
whether the vehicle is receiving the proper type of fuel 
from the dispenser. The IVC 210 and/or vehicle control 
system 228 will be able to monitor diagnostic or emis- 
sion systems of the vehicle and communicate related 
infornnatlon to the occupants of the vehicle and/or a re- 
mote system for further identification or processing of 
vehicles with diagnostic or emission problems or mal- 
functions. 

[0053] For example, during a fueling operation at a fu- 
el station, any fueling, diagnostic, or emission problems 
may be forwarded through the local communication 
electronics 246 to a corresponding dispenser interroga- 
tor 1 25 and on to the proper authorities or the fuel station 
store. Providing such information to the fuel station pro- 
vides a marinating opportunity for service equipped sta- 
tions to address or correct any diagnostic or emission 
problems, as well as a system for endorsing government 
regulations. Similarly, security breaches, such as theft 
of the vehicle, may be reported in like manner. 
[0054] In the pref en-ed embodiment, the kx:al commu- 
nication electronics 246 of the remote communication 
electronics 206, or the remote communicatran electron- 
ics 207 associated with a fuel container, transmit fuel 
delivery indicia or other information relating to the vehi- 
cle 200 or fuel container 209 to the interrogator 125 of 
the dispenser 110. The fuel delivery indicia may gener- 
ally Include informatbn indicative of fuel being received 
by the vehrcle 200 or fuel container 209. or the type of 
fuel being received. Information indicative of fueling may 
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include volume, ullage, delivery rate information or sim- 
ply indicate fuel is being received regardless of rate. Any 
information informing the dispenser or providing the dis- 
penser sufficient information to detemnine that fuel is be- 
ing received is acceptable. This information may be s 
gathered or obtained by the vehicle or vehicle device in 
any manner and by any means, such as a fuel gauge. 
[0055] The fuel delivery information may also be or 
include the type of fuel being received. Preferably, the 
control system 1 26 of the fuel dispenser 1 1 0 is adapted io 
to receive the fuel delivery indicia from the vehicle 200 
or fuel container 209 via the dispenser interrogator 1 25. 
In the preferred embodiment, the local communications 
method between the remote communication electronics 
206, 207 and the dispenser interrogator 1 25 includes 
radio frequencies in the microwave range. However, any 
type of corhmun ication link Is'acceptable including othe r 
RF, infrared, acoustic, or other known renrrate commu- 
nication methods for use in a fueling environment. In ad- 
dition, the fuel delivery indicia from the vehicle 200 or 20 
fuel container 209, discussed above, may be transferred 
via the central controller 300. 

[0056] For those vehicles equipped with on-board va- 
por recovery (ORVR) equipment, the status, type, effi- 
ciency and other related ORVR information may be 25 
communicated to the dispenser's vapor system in order 
to control vapor recovery at the dispenser and/or vehicle 
to maximize the vapor recovery effort while minimizing 
ingestion of non-hydrocarbon saturated air into the un- 
derground fuel tanks. 30 
[0057] With respect to Figure 5C, the IVC preferably 
includes a microcontroller 280 and associated memory 
282. The microcontroller and memory 280, 282 either 
include or are associated with various interfaces. These 
interfaces include multiple input/output interfaces 284 35 
for receiving data from and transmitting data to the var- 
ious vehicle subsystems, and a video interface 286 for 
receiving and transmitting video from the display 232 
and camera 244. The docking interface 212, as de- 
scribed, provides a coupling to the vehicle control sys- 40 
tern 228 or bus or network system 214. A network bus 
or device interface 290 is provided to interface with a 
standard vehicle bus wherein various vehicle subsys- 
tems, including the vehicle control system 228, are cou- 
pled to the same bus wherein each system Is adapted 
to communicate with other systems as necessary to pro- 
vide overall system functionality. The IVC also includes 
a communication interface 292 as well as an optional 
direct vehicle control system interface 294. 
[0058] As those of ordinary skill in the art will recog- so 
nize, there are a number of hardware configurations ca- 
pable of providing the functionality described in associ- 
ation with the intelligent vehicle controller. The IVC pro- 
vides an integrated or portable user interface for vehicle 
occupants to communicate with systems remote to the ss 
vehicle such as the fuel dispenser 110. The IVC pro- 
vides full function audio, video and graphrcs, as well as 
means to receive occupant input, transactional informa- 



tion and vehicle identificatk3n. The IVC and other vehicle 
systems are configured to provide information transfer 
relating to both the vehicle and occupants while provid- 
ing a secure, merchandising and order entry system 
within the vehicle. 

[0059] Figures 6A-6C depict the basic flow of a fuel 
dispensing system that prevents unauthorized fueling, 
according to a first embodiment of the present invention 
wherein the control system monitors for an indication of 
receiving fuel by the vehicle 200 or fuel container 209, 
and delivery of fuel by the dispenser 110. The process 
begins (block 400) when the interrogator 1 25 of the fuel 
dispenser 110 transmits a signal into the fueling envi- 
ronment 100 and waits for a response from a vehicle 
(block 405). When a customer drives a vehicle 200 up 
to the fuel dispenser 110, the vehicle 200 receives the 
signal from the dispenser interrogator 125 via the vehi- — 
cle's remote communrcation electronics 206 (block 
410). The vehicle 200 then transmits the fuel delivery 
indicia back to the dispenser Interrogator 1 25 via the ve- 
hicle's remote communication electronics 206 (block 
415). 

[0060] The dispenser control system 1 26 receives the 
fuel delivery indicia via the dispenser interrogator 125 
(block 420) and uses the information to determine the 
type of fuel the vehicle is authorized to receive (block 
425). The dispenser control system 126 then deter- 
mines whether the dispenser 110 is equipped to dis- 
pense the proper type of fuel for the vehicle 200 (block 
4X). 

[0061] If the dispenser 110 is not equipped to deliver 
the proper type of fuel, the dispenser control system 1 26 
generates an output signal (block 470) that identifies an 
improper fueling condition. The dispenser control sys- 
tem 126 may then prevent the dispenser 110 from de- 
livering fuel (block 475) and notify the customer of the 
improper fueling condition via the dispenser speaker 
146 and/or the dispenser displays 140, 1 48 (block 460). 
The dispenser control 126 system may also notify the 
station operator of the improper fueling condition via the 
central controller 300 (block 485). Further, the dispenser 
control system 1 26 may transmit the output signal to the 
vehicle 200 via the dispenser interrogator 125 to notify 
the vehicle 200 of the improper fueling condition (block 
490). The vehicle 200 may receive the output signal 
from the dispenser 110 via the remote communication 
electronics 206, and output a warning through the vehi- 
cle display 232 and/or the vehicle speaker 242 (block 
495). The process then stops (block 500). 
[0062] By contrast, if the control system 126 deter- 
mines that the dispenser 110 is equipped to dispense 
the proper type of fuel for the vehicle 200 (block 430) 
the control system 1 26 authorizes the fuel dispenser 1 1 0 
to deliver fuel (block 435). At this time, the customer may 
begin fueling the vehicle 200. 
[0063] Once fuel delivery is authorized and the cus- 
tomer actually begins fueling, the vehicle 200 nnay peri- 
odically or continuously transmit fuel delivery indicia to 
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the dispenser interrogator 1 25 via the vehicle's remote 
communication electronics 206 (block 440), independ- 
ently or in response to polling by the interrogator. Ac- 
cordingly, the dispenser control system 1 26 receives the 
fuel delivery Indicia from the vehicle 200 via dispenser 
inten-ogator 1 25 (block 445). 

[0064] At this point, the dispenser control system 1 26 
determines whether the customer has ended the fueling 
operation, such as by placing the nozzle 104 back onto 
the dispenser 110 (block 450). If the customer has end- 
ed the fueling operation, the process stops (block 500). 
[0065] If the customer has not ended the fueling op- 
eration, the dispenser control system 126 determines 
whether the dispenser 126 is actually delivering fuel 
(block 455) by checking the fuel delivery hardware, such 
as meter or pump equipment, or seeing if fuel delivery 
remains authorized. The dispenser control system then 
determines whether the vehicle 200 is actually receiving 
fuel based on the fuel delivery Indicia (block 460). If the 
dispenser control system 126 determines that the dis- 
penser 110 is delivering fuel and the vehicle 200 indi- 
cates that it is receiving fuel (block 465A), the control 
system 1 26 maintains fuel delivery authorization and the 
vehicle 200 transmits the new fuel delivery indicia to the 
dispenser interrogator 125 (block 440). This provides a 
strong indication that the dispenser 110 is dispensing 
fuel to the authorized tank in the vehicle 200. 
[0066] In addition, if the dispenser control system de- 
termines that the dispenser 110 is not delivering fuel, 
and the vehicle 200 indicates that it is not receiving fuel 
(block 465B), the control system maintains fuel delivery 
authorization and the vehicle 200 transmits the new fuel 
delivery indicia to the dispenser interrogator 125 (block 
440). This is an indication that the customer has stopped 
fueling or is "topping off', by squeezing and releasing 
the nozzle in short increments. 
[0067] The dispenser control system 1 26 may gener- 
ate an output signal to identify an improper fueling con- 
dition (block 470) If the dispenser 110 detemnlnes that it 
is delivering fuel, but the vehicle 200 indicates that it is 
not receiving fuel. An improper fueling condition is also 
detected if dispenser 110 determines that it is not deliv- 
ering fuel, but the vehicle 200 indicates that it is receiv- 
ing fuel. In either case, once the improper fueling con- 
dition is detected, the dispenser control system 1 26 may 
prevent the dispenser from delivering fuel (block 475) 
and notify the customer of the improper fueling condition 
via the dispenser speaker 1 46 and/or the dispenser dis- 
plays 140, 148 (block 480). The dispenser control sys- 
tem may also notify the station operator of the improper 
fueling condition via the central controller 300 (block 
485), Further, the dispenser control system 126 may 
transmit the output signal to the vehicle 200 via the dis- 
penser interrogator 125 to notify the vehicle 200 of the 
improper fueling condition (block 490). The vehicle 200 
may in turn receive the output signal from the dispenser 
1 1 0 via the renriote communication electronics 206, and 
output a warning through the vehicle display 232 and/or 



the vehicle speaker 242 (block 495). The process then 
stops (block 500). 

[0068] Figures 7A-7C depict the basic flow of a fuel 
dispensing system that prevents unauthorized fueling. 

5 according to a second embodiment of the present in- 
ventran wherein the control system monitors for an indi- 
cation that fuel is being delivered and received in a cer- 
tain quantity or at a certain rate. The beginning of this 
process (blocks 405-430) is the same as that of the proc- 

10 ess of the first embodiment and will therefore not be re- 
peated here. 

[0069] If now the dispenser 1 1 0 is not equipped to de- 
liver the proper type of fuel, the dispenser control system 
1 26 may generate an output signal (block 470) that iden- 

'5 tifies an improper fueling condition. The dispenser con- 
trol system 126 may then prevent the dispenser 110 
from delivering fuel (block 475) andmay notify the cus- 
tomer/station operatorA^ehicle of the improper fueling 
condition in the manner already described in connection 

20 with the first embodiment (blocks 480-495). The process 
then stops (block 500). 

[0070] However, if the control system 1 26 determines 
that the dispenser 1 1 0 is equipped to dispense the prop- 
er type of fuel for the vehicle 200 (block 430), the control 
2S system 126 may authorize the fuel dispenser 110 to de- 
liver fuel (block 435). At this time, the customer may be- 
gin fueling the vehicle 200. 

[0071] Once fuel delivery is authorized and the cus- 
tomer begins fueling, the vehicle 200 may transmit fuel 

30 delivery indicia to the dispenser interrogator 1 25 via the 
vehicle's remote communication electronics 206 (block 
440). Accordingly, the dispenser control system re- 
ceives the fuel delivery indicia from the vehicle 200 via 
the dispenser interrogator 125 (block 445). 

35 [0072] At this point, the dispenser control system 1 26 
determines whether the customer has ended the fueling 
operation by placing the nozzle 104 back onto the dis- 
penser 110 (block 450). If the customer has ended the 
fueling operation, the process stops (block 500). 

40 [0073] If the customer has not ended the fueling op- 
eration, the dispenser control system 1 26 nnay deter- 
mine the quantity of fuel the dispenser 110 has delivered 
or the rate the dispenser 126 is delivering fuel (block 
455). The dispenser control system 1 26 may further de- 

45 termine the quantity of fuel the vehicle 200 has received, 
or the rate the vehicle 200 is receiving fuel, based on 
the fuel delivery indicia (block 460). The fuel delivery 
indicia transmitted from the vehicle 200 may relate to 
the volume of fuel in the vehicle's fuel tank. In this case, 

so the control system 1 26 may be configured to determine 
the quantity of fuel received by the vehicle 200 by cal- 
culating the difference in volume of fuel In the tank be- 
tween two transmissions of fuel delivery indicia from the 
vehicle 200. The fuel delivery indicia may also relate to 

55 a difference in volume of fuel in the vehicle's fuel tank 
between two transmissions of fuel delivery indicia. In 
that case, the control system 126 may be configured to 
detennine the quantity of fuel received by the vehicle 



8 

07/26/2004, EAST Version: 1.4.1 



15 



EP 0 982 264 A1 



16 



200. simply based on the fuel delivery indicia. In either 
case, the control system 1 26 may be further configured 
to determine the rate the vehicle is receiving fuel by di- 
viding the quantity of fuel received by the vehicle, by the 
time elapsed between the volume measurements. 
[0074] If the dispenser control system 126 determines 
that the dispenser 110 has delivered a certain quantity 
of fuel and the vehicle 200 has received the same quan- 
tity of fuel, the control system 1 26 may maintain fuel de- 
livery authorization. Similarly, if the control system 126 
determines that the dispenser 110 is delivering fuel at a 
certain rate and the vehicle 200 is receiving fuel at the 
same rate, the control system 1 26 may maintain fuel de- 
livery authorization. The vehicle 200 then transmits the 
new fuel delivery indicia to the dispenser interrogator 
125 (block 440) wherein the process repeats until 
fueling ends or an improper fueling condition is detect^ 
ed. 

[0075] If the control system 1 26 determines that the 
dispenser 110 has delivered a certain quantity of fuel 
and the vehicle 200 has received a different quantity of 
fuel, the control system 1 26 may generate an output sig- 
nal to identify an improper fueling condition (block 470). 
Likewise, the control system 126 may generate an out- 
put signal if it determines that the dispenser 110 is de- 
livering fuel at one rate and the vehicle 200 is receiving 
fuel at a different rate. There is an indication that there 
may be a leak in the tank of the vehicle if the vehicle 200 
has received less fuel than the dispenser 110 has deliv- 
ered. Thus, the dispenser control system 126 may pre- 
vent the dispenser from delivering fuel (block 475) and 
may notify, as before, the customer/stat Ion-ope ratorA^e- 
hicle of the improper fueling condition (blocks 480-495). 
The process then stops (block 500). 
[0076] Figures 8A-6B depict the basic flow of a fuel 
dispensing system that prevents unauthorized fueling, 
according to a third embodiment of the present inven- 
tion. The process begins in the same manner as for the 
first two embodiments (Figs 6A, 7A) - see blocks 
405-430 - except that in this case the fuel-delivery indi- 
cia relate specifically to fuel type. 
[0077] The dispenser control system 1 26 receives the 
fuel type indicia via the dispenser interrogator 1 25 (block 
420) to determine the type of fuel the vehicle is author- 
ized to receive (block 425). The dispenser control sys- 
tem 1 26 may then determine whether the dispenser 1 1 0 
is equipped to dispense the proper type of fuel for the 
vehicle 200 (block 430). 

[0078] If the dispenser 110 is not equipped to deliver 
the proper type of fuel, the dispenser control system 1 26 
may generate an output signal (block 470) that identifies 
an improper fueling condition. The dispenser control 
system may then prevent the dispenser 110 from deliv- 
ering fuel and notifies the customer/statlon-operatorA^e- 
hicle of the improper fueling condition, as discussed 
above regarding Figures 5A-5C and 6A-6C. The proc- 
ess then stops (block 500). 

[(K)79] By contrast, if the control system 126 deter- 



mines that the dispenser 110 is equipped to dispense 
the proper type of fuel for the vehicle 200 (block 430), 
the control system 1 26 authorizes the fuel dispenser 110 
to deliver fuel (block 435). At this time, the customer may 
s begin fueling the vehicle 200. 

[0080] Once fuel delivery is authorized and the cus- 
tomer begins fueling, the vehicle 200 may transmit the 
fuel type Indicia to the dispenser interrogator 1 25 via the 
vehicle's remote communication electronics 206 (block 
10 440). Accordingly, the dispenser control system re- 
ceives the fuel type indicia from the vehicle 200 via the 
dispenser interrogator 125 (block 445). 
[0081] At this point, the dispenser control system 1 26 
may determine whether the customer has ended the 
IS fueling operation by placing the nozzle 104 back onto 
the dispenser 110 (block 450). If the customer has end- 
ed the fueling operation, the process stops (block 500). 
[0082] If the customer has not ended the fueling op- 
eration, the dispenser control system 126 determines 
whether the dispenser Is delivering the proper type of 
fuel for the vehicle 200 (block 455). The dispenser con- 
trol system then determines whether the vehicle is re- 
ceiving the proper type of fuel, based on the fuel type 
indicia (block 460) gathered from fuel type sensors 276 
(of Figure 58) configured to determine fuel type or char- 
acteristics of fuel delivered to the vehicle. Those skilled 
in the art are aware of various hydrocarbon- and related 
sensors. 

[0083] If the dispenser control system 1 26 determines 
that the dispenser 110 is delivering the proper type of 
fuel and the vehicle 200 is receiving the proper type of 
fuel, the control system 126 maintains fuel delivery au- 
thorization. The vehicle 200 may then transmit the fuel 
type indicia to the dispenser interrogator 125 again 
(block 440) wherein the process repeats. 
[0084] However, if the control system 1 26 determines 
that the dispenser 110 is not delivering the proper type 
of fuel and the vehicle Is not receiving the proper type 
of fuel, the control system 1 26 may generate an output 
signal to identify an improper fueling condition (block 
470). Thus, the dispenser control system 126 nnay pre- 
vent the dispenser from delivering fuel and notify the 
customer, station operator, and/or vehicle of the improp- 
er fueling condition, discussed above regarding Figures 
5A-5C and 6A-6C. The process then stops (block 500). 
[0085] In each of the preferred embodiments dis- 
cussed herein, the vehicle 200 and remote communica- 
tions device 206 may be replaced with a fuel container 
209 with remote communication device 207. 
[0086] Certain modifications and improvements will 
occur to those skilled in the art upon reading the fore- 
going description. For example, the control system of 
the clainrts may be the dispenser control system or cen- 
tral control, alone or in combination. The place of control 
Is not as important as the actual control. 
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Claims 

1 . A fuel delivery system for preventing unauthorized 
fueling comprising: 

(a) a fuel dispenser for delivering fuel to a fuel- 
storage means, the fuel-storage means being 
configured to provide a signal including fuel de- 
livery indicia to said fuel dispenser; 

(b) communication electronics associated with 
said fuel dispenser, said communication elec- 
tronics being operative to receive the signal 
provided by the fuel-storage means including 
fuel delivery indicia; and 

(c) a control system associated with said fuel 
dispenser and said communication electronics, 

' said control system being operative to: — 

(i) receive the fuel delivery indicia from the 
fuel-storage means via said communica- 
tion electronics; 

(ii) determine if fuel is being delivered from 
said fuel dispenser; 

(iii) determine, based on the fuel delivery 
indicia, if fuel is being received by the fuel- 
storage means, and 

(iv) allow continued fuel delivery if fuel is 
being delivered from the fuel dispenser and 
fuel is being received by the fuel-storage 
means. 

2. Fuel delivery system of Claim 1, wherein the fuel 
delivery indicia relate to at least one of a group con- 
sisting of: 

(a) data identifying a proper type of fuel for said 
fuel-storage means; 

(b) data identifying if the fuel-storage means is 
receiving the proper type of fuel; 

(c) data identifying a volume quantity of the fu- 
el-storage means; 

(d) data identifying an ullage value of the fuel- 
storage means; 

(e) data directly identifying if fuel is flowing into 
the fuel-storage means; 

(f) data identifying the quantity of fuel received 
into the fuel-storage means; 

(g) data identifying a rate of receipt of fuel into 
the fuel-storage means. 

3. Fuel delivery system of Claim I or Claim 2, wherein 
the control system is operative to allow further fuel 
delivery if fuel is not being delivered from the fuel 
dispenser and fuel is not being received by the fuel- 
storage means. 

4. Fuel delivery system of any one of the preceding 
claims, wherein the control system is operative to 



detect an improper fueling condition and generate 
an output signal If fuel is being delivered from the 
fuel dispenser and fuel is not being received by the 
fuel-storage means. 

5 

5. Fuel delivery system of any one of the preceding 
claims, wherein the control system is operative to 
detect an improper fueling condition and generate 
an output signal if fuel is not being delivered from 

10 the fuel dispenser and fuel Is being received by the 
fuel-storage means. 

6. Fuel delivery system of Claim 4 or Claim 5, wherein 
the output signal is configured to provide a humanly 

15 perceptible warning. 

7. " Fuel delivery system of any one of the preceding 
claims, wherein the control system is operative to 
determine a rate of delivery of fuel from the fuel dis- 
penser; determine a rate of receipt of fuel by the 
fuel-storage means based on the fuel delivery indi- 
cia, and prohibit continued fuel delivery if the rate 
of delivery of fuel from the fuel dispenser is not sub- 
stantially equal to the rate of receipt of fuel by the 
fuel-storage means. 

8. Fuel delivery system of Claim 7. wherein the fuel 
delivery indicia relate to a volume of fuel in the fuel- 
storage means and said control system is operative 
to determine: a quantity of fuel received by the fuel- 
storage means by calculating a difference in the vol- 
ume of fuel in the fuel-storage means between two 
transmissions of the fuel delivery indicia from the 
fuel-storage means; and the rate of receipt of fuel 
by the fuel-storage means by dividing the quantity 
of fuel received by the fuel-storage means by the 
time elapsed between volume measurements. 

9. Fuel delivery system of Claim 7. wherein the fuel 
delivery indicia relate to a difference In volume of 
fuel in the fuel-storage means between two trans- 
missions of the fuel delivery indicia from the fuel- 
storage means and said control system is operative 
to determine: a quantity of fuel received by the fuel- 
storage means based on the fuel delivery indicia; 
and the rate of receipt of fuel by the fuel-storage 
means by dividing the quantity of fuel received by 
the fuel-storage means by the time elapsed be- 
tween volume measurements. 

1 0. Fuel delivery system of any one of Claims 7 to 9, 
wherein said control system is further operative to 
detect an improper fueling condition and to gener- 
ate an output signal if the rate of delivery of fuel from 
said fuel dispenser is not substantially equal to the 
rate of receipt of fuel by the fuel-storage means. 

11. Fuel delivery system of any one of the preceding 
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claims, wherein said control system is further oper- 
ative to determine a quantity of fuel delivered from 
said fuel dispenser; determine, based on the fuel 
delivery Indicia, a quantity of fuel received by the 
fuel-storage means; and prohibit continued fuel de- s 
livery if the quantity of fuel delivered from said fuel 
dispenser Is not substantially equal to the quantity 
of fuel received by the fuel-storage means. 

12. Fuel delivery system of Claim 11, wherein the fuel io 
delivery indicia relate to a volume of fuel in the fuel- 
storage means and said control system is adapted 

to determine a quantity of fuel received by the fuel- 
storage means by calculating a difference in the vol- 
ume of fuel in the fuel-storage means between two is 
transmissions of the fuel delivery indicia from the 
fuel-storage means. 

13. Fuel delivery system of Claim 11, wherein the fuel 
delivery indicia relate to a change in volume of fuel 20 
in the fuel-storage means between two transmis- 
sions of the fuel delivery indicia from the fuel-stor- 
age means, and said control system is operative to 
determine a quantity of fuel received by the fuel- 
storage means based on the fuel delivery indicia. 2S 

14. Fuel delivery system of any one of Claims 1 1 to 1 3, 
wherein said control system is further operative to 
detect an improper fueling condition and to gener- 
ate an output signal if the quantity of fuel delivered 30 
from said fuel dispenser is not substantially equal 

to the quantity of fuel received by the fuel-storage 
means. 

15. Fuel delivery system of any one of the preceding 35 
claims, wherein said control system is further oper- 
ative to determine if said fuel dispenser is delivering 

a proper type of fuel for the fuel -storage means; de- 
termine if the fuel-storage means is receiving the 
proper type of fuel based on the fuel delivery indicia; "^o 
and prohibit continued fuel delivery if said fuel dis- 
penser is not delivering the proper type of fuel for 
the fuel-storage means and the fuel-storage means 
is not receiving the proper type of fuel. 

45 

1 6. Fuel delivery system of Claim 1 5, wherein said con- 
trol system is further operative to detect an improper 
fueling condition and to generate an output signal if 
said fuel dispenser is not delivering the proper type 

of fuel for the fuel-storage means and the f uel-stor- so 
age means is not receiving the proper type of fuel. 

17. Fuel delivery system of any one of the preceding 
claims, wherein the communication electronics are 
operative to receive the signal provided by the fuel- ss 
storage means, including fuel delivery indicia, on a 
continuous basis. 



18. Fuel delivery system of any one of the preceding 
claims, wherein the fuel-storage means is a vehicle. 

1 9. Fuel delivery system of Claim 1 8, further comprising 
the vehicle, the vehicle being arranged to determine 
the fuel delivery indicia and to transmit the signal 
Including the fuel delivery indicia to the communi- 
cation electronics associated with the fuel dispens- 
er. 

20. Fuel delivery system of any one of Claims I to 17, 
wherein the fuel-storage means is a fuel container. 

21 . Method for preventing unauthorized fueling in a fuel 
dispensing system, comprising: 

" (a) providing a fuel dispenser for delivering fuel " 
to a fuel-storage means, the dispenser having 
a receiver for receiving a signal including fuel 
delivery indicia from the fuel-storage means; 

(b) receiving the signal including fuel delivery 
indicia from the fuel-storage means; 

(c) determining if fuel is being delivered by the 
dispenser; 

(d) determining, based on the fuel delivery in- 
dicia, if fuel is being received by the fuel-stor- 
age means, and 

(e) allowing continued fuel delivery if fuel is be- 
ing delivered by the fuel dispenser and fuel is 
being received by the fuel-storage means. 

22. Method of Claim 21, wherein continued delivery is 
prohibited if a rate of delivery of fuel by the dispens- 
er is not substantially equal to a rate of receipt of 
fuel by the fuel-storage means. 

23. Method of Claim 21 or Claim 22, wherein continued 
delivery is prohibited if a quantity of fuel dispensed 
by the dispenser is not substantially equal to a 
quantity of fuel received by the fuel-storage means. 

24. Method of any one of Claims 21 to 23, wherein con- 
tinued delivery is prohibited if a type of fuel being 
dispensed by the dispenser is not substantially the 
same as a type of fuel being received by the fuel- 
storage means. 

25. Method of any one of Claims 21 to 24, wherein the 
signal, including fuel delivery indicia, received from 
the fuel-storage means is received on a continuous 
basis. 
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FIGURE 6A 



Q START j T" 



400 



FUEL DISPENSER INTERROGATOR 125 TRANSMITS A SIGNAL AND WAITS 
FOR A RESPONSE FROM A VEHICLE (FUEL CONTAINER) 



VEHICLE 200 (FUEL CONTAINER CONTAINER 209) RECEIVES THE SIGNAL 
FROM DISPENSER INTERROGATOR 125 VIA REMOTE COMMUNICATION 
ELECTRONICS 206 (207) 



410 



VEHICLE 200 (FUEL CONTAINER CONTAINER 209) TRANSMITS FUEL 
DELIVERY INDICIA (E.G. TYPE OF FUEL, TANK VOLUME, FUEL QUANTITY, 
AND/OR ULLAGE ) TO DISPENSER INTERROGATOR 125 VIA REMOTE 
COMMUNICATION ELECTRONICS 206 (207) 



415 



DISPENSER CONTROL SYSTEM 126 RECEIVES FUEL DELIVERY 
INDICIA FROM VEHICLE 200 (FUEL CONTAINER CONTAINER 209) 
VIA DISPENSER INTERROGATOR 125 



420 



DISPENSER CONTROL SYSTEM 126 DETERMINES PROPER TYPE OF 
FUEL FOR THE FUEL TANK BASED ON THE FUEL DELIVERY INDICIA 



425 




DISPENSER CONTROL SYSTEM 126 AUTHORIZES FUEL DISPENSER 110 
TO DELIVER FUEL 



435 



© 
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FIGURE 6B 



VEHICLE 200 (FUEL CONTAINER CONTAINER 209) TRANSMITS FUEL 
DELIVERY INDICIA (E.G. TYPE OF FUEL, VOLUME QUANTITY OF TANK. 
AND ULUVGE ) TO DISPENSER INTERROGATOR 125 VIA REMOTE 
COMMUNICATION ELECTRONICS 206 (207) 



440 



DISPENSER CONTROL SYSTEM 126 RECEIVES FUEL DELIVERY 
INDICIA FROM VEHICLE 200 (FUEL CONTAINER CONTAINER 209) 
VIA INTERROGATOR 125 



450 




445 



500 



Yes-» ^ STOP ^ 



DISPENSER CONTROL SYSTEM 126 DETERMINES WHETHER THE 
DISPENSER 110 IS DELIVERING FUEL 



455 



460 



DISPENSER CONTROL SYSTEM 126 DETERMINES WHETHER THE VEHICLE 200 
(FUEL CONTAINER CONTAINER 209) IS RECEIVING FUEL BASED ON THE FUEL 

DELIVERY INDICIA 




Yes 
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FIGURE 6C 



465B 



IS THE DISPENSER 110 HOT 
"DELIVERING FUEL AND THE VEHICLE^ 
200 (FUEL CONTAINER CONTAINER 
209) NOT RECEIVING FUEL?^ 



No 



DISPENSER CONTROL SYSTEM 126 GENERATES AN OUTPUT 
SIGNAL TO IDENTIFY AN IMPROPER FUEUNG CONDITION 



470 



DISPENSER CONTROL SYSTEM 126 PREVENTS 
DELIVERY OF FUEL 



475 



DISPENSER CONTROL SYSTEM 126 NOTIFIES THE CUSTOMER OF 
THE IMPROPER FUELING CONDITION VIA DISPENSER SPEAKER 146 
AND/OR DISPENSER DISPLAYS 140. 148 



480 



DISPENSER CONTROL SYSTEM 126 NOTIFIES THE 
STATION OPERATOR OF THE IMPROPER FUELING 
CONDITION VIA THE CENTRAL CONTROLLER 300 



465 



DISPENSER CONTROL SYSTEM 126 TRANSMITS THE OUTPUT SIGNAL 
TO THE VEHICLE 200 (FUEL CONTAINER CONTAINER 209) VIA 
DISPENSER INTERROGATOR 125 TO NOTIFY VEHICLE 200 (FUEL 
CONTAINER CONTAINER 209) OF THE IMPROPER FUELING 
CONDITION 



490 



VEHICLE 200 (FUEL CONTAINER CONTAINER 209} RECEIVES THE OUTPUT SIGNAL 
FROM DISPENSER 1 10 VIA REMOTE COMMUNICATION ELECTRONICS 206 (207) AND 
THE VEHICLE 200 OUTPUTS A WARNING VIA VEHICLE DISPLAY 232 AND/OR VEHICLE 

SPEAKER 242 



500 
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FIGURE 7A 

[ START Y 



FUEL DISPENSER INTERROGATOR 125 TRANSMITS A SIGNAL AND WATTS 
FOR A RESPONSE FROM A VEHICLE (FUEL CONTAINER CONTAINER) 



VEHICLE 200 (FUEL CONTAINER CONTAINER 209) RECEIVES THE SIGNAL 
FROM DISPENSER INTERROGATOR 125 VIA REMOTE COMMUNICATION 
ELECTRONICS 206 (207) 



VEHICLE 200 (FUEL CONTAINER CONTAINER 209) TRANSMITS FUEL 
DELIVERY INDICIA (EG. TYPE OF FUEL. TANK VOLUME. FUEL QUANTITY. 
AND/OR ULLAGE ) TO DISPENSER INTERROGATOR 125 VIA REMOTE 
COMMUNICATION ELECTRONICS 206 (207) 



DISPENSER CONTROL SYSTEM 126 RECEIVES FUEL DELIVERY 
INDICIA FROM VEHICLE 200 (FUEL CONTAINER CONTAINER 209) 
VIA DISPENSER INTERROGATOR 125 



DISPENSER CONTROL SYSTEM 126 DETERMINES PROPER TYPE OF 
FUEL FOR THE FUEL TANK BASED ON THE FUEL DELIVERY INDICIA 



430 



IS THIS DISPENSER 
EQUIPPED TO DISPENSE THE 
.PROPER TYPE OF FUEL?^ 



Yes 

i 

DISPENSER CONTROL SYSTEM 126 AUTHORIZES FUEL DISPENSER 1 10 
TO DELIVER FUEL 



6 
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FIGURE 7B 



VEHICLE 200 (FUEL CONTAINER CONTAINER 209) TRANSMITS FUEL 
DELIVERY INDICIA (E.G. TYPE OF FUEL. VOLUME QUANTITY OF TANK. 
AND ULLAGE ) TO DISPENSER INTERROGATOR 125 VIA REMOTE 
COMMUNICATION ELECTRONICS 206 (207) 



440 



DISPENSER CONTROL SYSTEM 126 RECEIVES FUEL DELIVERY 
INDICIA FROM VEHICLE 200 (FUEL-CONTAiNER CONTAINER 209) 
VIA INTERROGATOR 125 




445 



500 



Yes— » ^ STOP ^ 




DISPENSER CONTROL SYSTEM 126 DETERMINES THE RATE THE FUEL 
DISPENSER 110 IS DELIVERING FUEL OR QUANTITY DELIVERED 



^ — 460 

I f 

DISPENSER CONTROL SYSTEM 126 DETERMINES THE RATE THE VEHICLE 200 (FUEL 
CONTAINER CONTAINER 209) IS RECEIVING FUEL OR THE QUANTITY RECEIVED BASED ON 

THE FUEL DELIVERY INDICIA 




465 



Yes 
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FIGURE 7C 



470 



DISPENSER CONTROL SYSTEM 126 GENERATES AN OUTPUT 
SIGNAL TO IDENTIFY AN IMPROPER FUELING CONDITION 



475 



DISPENSER CONTROL SYSTEM 126 PREVENTS 
DELIVERY OF FUEL 



480 



DISPENSER CONTROL SYSTEM 126 NOTIFIES THE CUSTOMER OF 
THE IMPROPER FUELING CONDITION VIA DISPENSER SPEAKER 146 
AND/OR DISPENSER DISPLAYS 140. 148 



485 



DISPENSER CONTROL SYSTEM 126 NOTIFIES THE 
STATION OPERATOR OF THE IMPROPER FUELING 
CONDITION VIA THE CENTRAL CONTROLLER 300 



490 



DISPENSER CONTROL SYSTEM 126 TRANSMITS THE OUTPUT SIGNAL 
TO THE VEHICLE 200 (FUEL CONTAINER CONTAINER 209) VIA 
DISPENSER INTERROGATOR 125 TO NOTIFY VEHICLE 200 (FUEL 
CONTAINER CONTAINER 209) OF THE IMPROPER FUELING 
CONDITION 



495 



VEHICLE 200 (FUEL CONTAINER CONTAINER 209) RECEIVES THE OUTPUT SIGNAL 
FROM DISPENSER 1 10 VIA REMOTE COMMUNICATION ELECTRONICS 206 (207) AND 
VEHICLE 200 OUTPUTS A WARNING VIA VEHICLE DISPLAY 232 AND/OR VEHICLE 

SPEAKER 242 



STOP ^ 



500 
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FIGURE 8A 



400 



FUEL DISPENSER INTERROGATOR 125 TRANSMITS A SIGNAL AND WAITS 
FOR A RESPONSE FROM A VEHICLE (FUEL CONTAINER CONTAINER) 



VEHICLE 200 (FUEL CONTAINER CONTAINER 209) RECEIVES THE SIGNAL 
FROM DISPENSER INTERROGATOR 125 VIA REMOTE COMMUNICATION 
ELECTRONICS 206 (207) 



VEHICLE 200 (FUEL CONTAINER CONTAINER 209) TRANSMITS FUEL 
TYPE INDICIA TO DISPENSER INTERROGATOR 125 VIA REMOTE 
COMMUNICATION ELECTRONICS 206 (207) 



DISPENSER CONTROL SYSTEM 126 RECEIVES FUEL TYPE 
INDICIA FROM VEHICLE 200 (FUEL CONTAINER CONTAINER 209) 
VIA DISPENSER INTERROGATOR 125 



DISPENSER CONTROL SYSTEM 126 DETERMINES PROPER TYPE OF 
FUEL FOR THE FUEL TANK BASED ON THE FUEL TYPE INDICIA 




DISPENSER CONTROL SYSTEM 126 AUTHORIZES FUEL DISPENSER 110 
TO DELIVER FUEL 



0 
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FIGURE 8B 



VEHICLE 200 (FUEL CONTAINER CONTAINER 209) TRANSMITS FUEL 
TYPE INDICIA TO DISPENSER INTERROGATOR 125 VIA REMOTE 
COMMUNICATION ELECTRONICS 206 (207) 



440 



DISPENSER CONTROL SYSTEM 126 RECEIVES FUEL TYPE 
INDICIA FROM VEHICLE 200 (FUEL CONTAINER CONTAINER 209) 
VIA INTERROGATOR 125 



445 




500 



Ye8-> ^ STOPj 




455 



DISPENSER CONTROL SYSTEM 126 DETERMINES WHETHER THE DISPENSER 110 IS 
DELIVERING THE PROPER TYPE OF FUEL FOR THE VEHICLE 200 (FUEL CONTAINER 

CONTAINER 209) 



460 



DISPENSER CONTROL SYSTEM 126 DETERMINES WHETHER THE VEHICLE 200 
(FUEL CONTAINER CONTAINER 209) IS RECEIVING PROPER TYPE OF FUEL BASED 
ON THE FUEL TYPE INDICIA 



nS THE DISPENSER 110^ 
JELIVERING THE PROPER TYPE 
OF FUEL AND THE VEHICLE 200 
(FUEL CONTAINER CONTAINER 
^209) RECEIVING THE PROPER, 
TYPE OF FUEL? 



-Yes- 



470 



DISPENSER CONTROL SYSTEM 126 GENERATES AN OUTPUT 
SIGNAL TO IDENTIFY AN IMPROPER FUELING CONDITION 



C 



STOP 



500 
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